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Contacting HealthInfoNet 
 
Determining Priority for Problems 
 
Priority 1:  Represents emergency problems in a production environment that have no hardware or software 
workarounds and that directly impact critical daily operation of your facility.  The following are examples of 
Priority 1 requests: 
 

 The system is down. 
 All user workstations are down. 
 Critical data is not transferring via the interface. 
 You cannot run a critical program from all workstations. 

 
 
Priority 2:  Represents non-emergency problems, have a hardware or software workaround, or are related to 
system application or implementation.  Priority 2 requests are handled only during regular business hours by 
HealthInfoNet staff.  HealthInfoNet personnel will respond to Priority 2 problems during regular business 
hours of 8:00 a.m. to 4:30 pm (EST/EDT), Monday through Friday. 
 
 

How to Reach HealthInfoNet 
 
CustomerCare:  Our CustomerCare Team is happy to work with you to resolve any issues you are 
experiencing.  Information essential to resolving problems may include: 
 

 Your Name, Phone Number, Organization, Location within the Organization 
 The User’s ID and Name 
 How does your facility connect to the portal 
 A detailed description and/or screen shot of the issue at hand. 

 
During regular business hours of 8:00 a.m. to 4:30 p.m., please contact the CustomerCare Team via email at 
CustomerCare@hinfonet.org or phone at 207-541-9250. 
 
 
Support:  After regular business hours, please call the On-Call Technical Support at 207-541-9250 and choose 
option three. 
 
Clinical Coordinator:  If anyone at your facility would like training on how to use the clinical portal or has 
questions regarding how to use any part of the clinical portal, please contact our Clinical Coordinator, Sharon 
Bearor, RN, BSN, either via email at sbearor@hinfonet.org or phone at 207-541-9520. 

mailto:CustomerCare@hinfonet.org
mailto:sbearor@hinfonet.org
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Account Management 

 
Requesting Access to HealthInfoNet 
 
Each site will establish a list of authorized individual(s) to request new user accounts.  Sites will update list of 
authorized individual(s) annually.  These individual(s) will also serve as the liaison between HealthInfoNet and 
the end user. 
 
HealthInfoNet will be responsible for authorizing new and maintaining existing Concerto user accounts.  Each 
site will submit new user accounts for authorization by HealthInfoNet via the Request New User link within 
Concerto.  The authorized individual(s) at each site will be responsible for completing the Request New User 
form for each account to be created (see New USER Account Request section). 
 
 
 

Types of Accounts 
 
HealthInfoNet has defined 5 roles in concerto.  

HIN Role Description 
Associated User Categories 

By Title/Job 

Clinician Access to all patient information Medical Doctor (M.D.) 
Doctor of Osteopathy (D.O.) 
Nurse Practitioner (N.P.) 
Physician Assistant (P.A.) 

Clinician Administrative Access to all patient information Registered Nurse (R.N.) 
Licensed Practical Nurse (L.P.N.) 
Medical Assistant (M.A.) 
Nurse Assistant (C.N.A.) 
Respiratory Therapist (R.T.) 
Registered Pharmacist (R.Ph.) 
Case Manager (L.S.W., etc.) 

Clerical Access limited to demographics Ambulance 
Unit Secretary 
Selected Medical Records Staff 

Auditor Access limited to audit reports Security Officers 
Security Support Staff 

Help Desk Access limited to user maintenance Key Help Desk Personnel 

IS Support Access to all patient information Selected IT Support Staff 
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Using the NEW USER ACCOUNT REQUEST Application 
 
Connect to Concerto using your HealthInfoNet HelpDesk account either via your EMR or https://
maine.prod.hinfonet.org/concerto/Login.htm. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

PLEASE NOTE: 
The CONCERTO program will timeout after 1 hour and return to the log in screen. 

The New User Request application will close at that time. 
 
 
 
 
 
 
 
 
 
   

From the blue tree on the left side of the screen, click LINKS, 
the click the Request New User option. 

 
 
 
 
 
 
 
 

Screen A 

Screen B 

https://maine.prod.hinfonet.org/concerto/Login.htm
https://maine.prod.hinfonet.org/concerto/Login.htm
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The New User Request Form will open - enter the new account information in the form.  

 

 

 

 

 

 

 

 

 

 

Please enter the address of 

the person the temporary 

password should be sent to – 

if it’s the same as the NEW 

USER email address, please 

re-enter it here. 

Screen  

Screen C 

Enter the email address for 

Choose Hospital or Practice 

Choose the Facility 

User ID: 

Please avoid 

using the 

following 

special 

characters 

‘!@#$%^&*() 

-=_+”’[]{}\|  

 

PLEASE NOTE: 

It is 

recommended 

that the 

HealthInfoNet 

User ID be the 

same as the 

user’s EMR 

User ID. 
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To request another account click the Request Another User Account link.  This will take you back to the user 

request form. 

 

Click the DONE link once you’ve entered all the accounts.  Someone one on the Customer Care team will 

approve and process the new user request and the email* will be sent out. 

 

 

 

 

 

*Once you have completed the requests for New User accounts, the Customer Care Team at HealthInfoNet 

will need to approve the accounts.  Once the accounts have been approved, an email will be sent to the 

email address(es) entered on Screen D according to your facility’s request (i.e. directly to  the New User or 

back to your site to distribute to the New Users, etc.). 

John 

Doe 

Jdoe 

jdoe@smithville.org 

Clinician—Administrative 

Care Manager 

SmithVille General 

SmithVille Pediatrics 

Production 

janesmith125 

janesmith@smithville.org 

Screen E 

Done DONE 
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Authorization of New Accounts 
 
HealthInfoNet will authorize an account for each user with the appropriate role and a temporary, one-time 
password. This temporary, one-time password will be transmitted to the email address provided in the 
Request New User form.  When the user first logs in, they will be required to change their password.  
HealthInfoNet will have no knowledge of this password, nor have the ability to retrieve it.  
 
 

Disabled Accounts 
 
Concerto automatically disables a user account after 180 consecutive days of no use by the user.  In order to 
reactivate an disabled account, login to Concerto as a Help Desk user via https://maine.prod.hinfonet.org/
concerto/Login.htm 
 
 
 
 
 
 
 
 
Please Note: When logging in to a Help Desk user account, annually you will need to read and accept the Help 
Desk User Agreement (see Help Desk User Agreement at the end of this document). 
 
 

Enabling Disabled Accounts 
 
1. Go to the Users tab (this should be your default page). 
2. Search for the user based on one of the search fields.  If you have the User ID, this is the suggested 

method of search. 
 
 
 
 
 
 
 
 
 
 
3. Click on the user to enter their 

account. 
4. Click on Configure in the middle of 

the screen  You will get a pop-up 
window. 

https://maine.prod.hinfonet.org/concerto/Login.htm
https://maine.prod.hinfonet.org/concerto/Login.htm
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5. Uncheck the Account Disabled 
box.  Click Ok twice (the second 
one is to the right of the screen). 

 
PLEASE NOTE: the message next to 
the Account Disabled box “(User ac-
count has been disabled due to inac-
tivity).”  If you DO NOT see this mes-
sage, the user was disabled manually 
for another reason (e.g. no longer 
works at site). 
 
6. Passwords expire every 90 days, therefore once a user ID has been enabled due to inactivity, the user 

password needs to be reset. 
 
 

Disabling An Account (Turning off Access to HIN)  
 
When any site inactivates an account on their systems for any reason (e.g. no longer works at site, disciplinary 
actions, accounts that have been compromised, account maintenance, and any other activity that may affect 
user’s rights to access patients in HealthInfoNet), they should also disable the user account in the portal.  To 
do so, use the same steps for account reactivation (see page four), only check the Account Disabled box. 
 
 

Changes to Accounts 
 
Changes to roles, privileges and any other account management function not specified by this policy will be 
the responsibility of HealthInfoNet. HealthInfoNet will work with the authorized personnel at each site in or-
der to facilitate any of these changes. Sites should email this information to CustomerCare@hinfonet.org. 
 
 

Validation of Credentials 
 
Validating credentials to access HealthInfoNet will be the responsibility of each organization in accordance 
with their internal procedures. 

 

(User account has been disabled due to inactivity)  

mailto:support@hinfonet.org
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Passwords 

Password administration will be handled primarily by each sites help desk structure. HealthInfoNet will 
provide support to each help desk when it is needed. End users should only contact their own help desk. 
 

a. HealthInfoNet will work with each site to determine individual(s) that will have the ability to reset 
user passwords. These individual(s) will be responsible for resetting passwords at their respective 
sites.  If for some reason these individual(s) are unable to reset the password, the help desk 
should contact HealthInfoNet for further help. (passwords will be handled as a Priority 2 call) 

b. Passwords must follow the minimum standards outlined in the HealthInfoNet Password policy.  
Passwords are not to be shared and each account will be tied to an individual.   

c. The passwords must: 
i. Be at least 8 characters long 
ii. Not the same as your user ID 
iii. Include a mix of upper and lower case letters, numbers, and special characters. 

 
 
 

Resetting a Password: By HelpDesk 

1. Login to Concerto as a Help Desk user via https://maine.prod.hinfonet.org/concerto/Login.htm 
 
 
 
 
 
 
 
 
 
2. Upon first login, and then annually, you will need to read and accept the Help Desk User Agreement (see 

Help Desk User Agreement at the end of this document) 
3. Go to the Users tab. – This should be your default page. 
4. Search for the user based on one of the search fields. 
 
 

https://maine.prod.hinfonet.org/concerto/Login.htm
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5. Click on the user to enter their record. 
6. Click on reset password in the middle of the screen and you will get another window 
7. Set the password 
8. Click OK 
9. Securely communicate this password with an approved person from the requesting organization 
10. Log out using the Logout Button in the upper left corner. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Resetting a Password: By User 

 
User’s can reset their own password.  In order to enable this feature, the user will need to set their secret 
question. 
 If the user has already set their secret question, please go to the next page for instructions on how they 

can reset their password. 
 If they have not yet set their secret question, they will need to contact their organization’s Help Desk to 

have their password reset first.  Once their password has been reset, they can go to the section below for 
instructions on how to set their secret question. 
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Set a Secret Question 
 
1. Log into HealthInfoNet Portal. 
2. Set a Secret Question: 

a. Click on Common 
b. Click on My Details 
c. Click on Set next to “Set my secret question…” 

 
 
 
 
 
 
 
 
 
 

d. Click on drop down arrow next to “Secret Question” and selection a question. 
e. Type in Answer 
f. Type in your password. 
g. Click OK. 

 
 
 
 
 
 
 
 
 
 
 

 
Reseting Password 
 
1. Click on “Forgot your password?” 
 
 



 

Revised on 10.16.2014  Page 18 of  26 

2. Enter User ID and click Submit. 
 
 
 
 
 
 
 
 
 

3. An email will be sent to user with a link to reset password. 
4. Click on the link in email. 

 
 

5. Enter the following: 
a. User ID 
b. Secret question answer 
c. New Password 
d. Confirm Password 
e. Click Change Password 

 P 
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Navigating in Concerto 
 
 
Accessing a Patient with Parameter Based Launch: 
 
HealthInfoNet typically launches in what is called a Parameter Based Launch.  This allows authorized users to 
open the portal from inside their own EMR.  When launching the portal the user name and if in the context 
of the patient the patient MRN will be passed to HealthInfoNet.  The user will then be prompted with a login 
screen where they will be asked to provide their HealthInfoNet password.  Once logged in the user will see 
the search results for the MRN of the patient they launched the portal in.  The clinician will then have to click 
on the patient, and then be prompted for a reason for accessing the patient; this is referred to as breaking 
the glass and establishes a clinician patient relationship. 
 
 
 

Accessing a Patient without Parameter Based Launch: 
 
The user will need to login to the Portal by entering in their UserID and Password.  Then click on 
Demographic Search.  Several fields for searching will be displayed, but not all combinations will work.  Best 
options are: Facility (St Joseph) and MRN (Medical Record Number), Last Name and First Name, or Last Name 
and Date of Birth.   
 
 
 

Breaking the Glass 
 
Breaking the Glass is an added security measure within HealthInfoNet to discourage the access of patient 
information when the clinician has no immediate need to see. They will have access to this patient for 7 days 
before being required to give a new reason. 
 
If after accessing a patient a clinician realizes they are in the wrong patient they may at that time, click on the 
demographic search button on the left menu.  This will allow them to search for the correct patient, or to 
move on to a new patient without going through their EMR. They have the ability to search by Facility and 
MRN, First Name and Last Name, or Last Name and Date of Birth.  If the search returns more than 50 patients 
then a message saying the search was too broad will appear.  Wildcard searches are not currently supported. 
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Troubleshooting  
 

What Web Browsers are Supported?  
 
 Items are looking strange or the user is getting errors 

loading information: 
 

1. Check to make sure the user is using a 
supported browser.  At this time users utilizing 
Internet Explorer 7, 8 and 9 are able to 
successfully access the HIN portal. 

2. For Internet Explorer 7, it may be necessary to 
enable XMLHTTP Support.  This can be found 
by navigating to Tools → Internet Options → 
Advanced Tab → Security Section → Enable 
native XMLHTTP support.  

 
 
 IE 7.X Tabbed Browsing:  PBL – parameter based launch within the current guidelines does not support 

Tabbed Browsing.  To make IE act like 6.0 click on Tools, Internet Options, on the General Tab find the 
Tabs Setting and click on it.  Uncheck Enable Tabbed Browsing line.  The pictures below show these areas. 

 

 You may need to enable “Compatibility View” on Internet Explorer.  On screen shot below, please note 
the blue paper that is torn in half.  On the user’s computer, if theirs appears gray, click on it.  If you 
don’t see this icon, go to the Tools menu and click Compatibility View. 
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Why am I Unable to Load the Portal Page?  This most often occurs when the computer the user is 

using is not behind your organization’s firewall.  Once you have determined that the user is using a valid 
computer and your site firewall is working properly, but the user is still unable to load the HealthInfoNet 
portal page, please contact us. 
 

Why am I seeing this  error message? Unless your 

organization has subscribed to view Risk Scored Data, users 
will always see the error message seen here, under the 
headings “Risk Scored Summary Data” and “Risk Scores 
Trends.”  This is a subscription 
only service.  If your 
organization wishes to 
subscribe, please contact us. 
 
 
 

Patient record issues:  
 
 Data on Patient Incorrect:  HealthInfoNet is not the legal record and only facilitates the gathering of 

information from many different sources.  If the information is incorrect, it must be corrected by the 
sending facility. 

 
 Documents “Missing”: There are several reasons you many not see documentation you are expecting to 

see: 
 The facility the patient was seen at is not sending data to HealthInfoNet at this time.  There is a 

link on the splash page to see data captured in HealthInfoNet (see below). 
 Documentation must have a final signature by the provider before it can be sent to HealthInfoNet. 

 

NOTE: This is a resource showing 

facilities sending data to HIN  and the 

type of data they are sending.  You do 

not need to log in to click this link. 
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HealthInfoNet Helpdesk User Access Agreement 

 
Access to HealthInfoNet by Help Desk Staff is granted exclusively by an established authority at each partici-
pating organization. HealthInfoNet personnel at the discretion of the established organization authority will, 
create, modify and alter all accounts within HealthInfoNet. All functions other than those explicitly defined 
for the Help Desk Role, in this Agreement will be performed by HealthInfoNet personnel. By accepting a help 
desk account I agree that:  
 
1. I will not edit, change, modify, suspend or any other way alter any accounts in HealthInfoNet, unless it is 
for the express purpose of resetting a password for a verified, authorized user of the HealthInfoNet system. 
 
2. I will not access, change, modify, suspend, reset the password, or in any other way alter any account in 
HealthInfoNet that is not associated with my organization or end users authorized for access to HealthIn-
foNet by my organization.  
 
3. In order to ensure that the proper account is being modified, I will follow my organization’s written policy 
for end user verification when a user needs his or her password reset.  
 
I acknowledge and agree that all of my actions while accessing HealthInfoNet will be monitored, logged, and 
may be reviewed by HealthInfoNet personnel as well as my organization’s security team. If an action is sus-
pected or determined to be in violation of the terms of this agreement, all information regarding that action 
will be turned over to my organization’s security team for further investigation. I further agree that if an issue 
arises related to my actions while accessing HealthInfoNet, HealthInfoNet reserves the right to suspend or 
terminate my HealthInfoNet user account until a resolution has been reached by HealthInfoNet and my or-
ganization. 


