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Log-In and Log-Out of HealthInfoNet (HIN) 

Accessing HIN 
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ACCESSING HEALTHINFONET (HIN) 
 
Enter the following address into your browser:  https://maine.prod.hinfonet.org/concerto/Login.htm 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Enter your user ID and 

Password.  Click Login. 
See section: Forgot Your Password? 

https://maine.prod.hinfonet.org/concerto/Login.htm
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Audit Activity 

 
Requesting Access to HealthInfoNet 
 
Each site establishes a list of authorized individual(s) to request new user accounts.  Sites update lists of 
authorized individual(s) annually.  These individual(s) also serve as the liaison between HealthInfoNet and the 
end user. 
 
HealthInfoNet is responsible for authorizing new and maintaining existing Concerto user accounts.  Each site 
submits new user accounts for authorization by HealthInfoNet via the Request New User link within Concerto.  
The authorized individual(s) at each site is responsible for completing the Request New User form for each 
account to be created. 
 
 

 
Audit Activity Reports 

 

Access Audit Activity 
 
When you log in to HealthInfoNet with an Auditor role, the page automatically defaults to the Privacy Log.  A 
list of all audit activity, starting with the most recent, will display. 
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Search Audit Activity 
 
Enter Search Criteria to filer your Search Results. 

 
 
 

Sort Audit Activity 
 
Click on any column heading to Sort the results. 
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View Audit Activity Details and Parameters 
 
Double click any row to drill down into more specific detail. 
 

 
 
 
 
 
 
 
Double clicking again will provide 
even further audit detail, 
including audit event 
parameters. 
 
 
 



 

Revised: 9.2.2014  Page 10 of  17 

 
 Setting Your Secret Question 
 Resetting Your Password 

RESETTING YOUR PASSWORD 
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Forgot Your Password? 

 
You can reset your password yourself.  In order to 
enable this figure, you will need to set your secret 
questions. 
 If you have already set your secret question, 

please go to the next page for instructions on 
how to reset your password. 

 If you have not yet set your secret question, 
please contact your organization’s Help Desk 
to have your password reset.  Once your password has been reset, go to the section below for 
instructions on how to set your secret question. 

 
Set your Secret Question 
 
1. Log into Concerto. 
2. Set your Secret Question: 

a. Click on Common 
b. Click on My Details 
c. Click on Set next to “Set my secret question…” 

 
 
 
 
 
 
 
 
 
 

d. Click on drop down arrow next to “Secret Question” and selection a question. 
e. Type in Answer 
f. Type in your password. 
g. Click OK. 
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Resetting Your Password 
 
1. Click on “Forgot your password?” 
 
2. Enter your User ID and click Submit. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. You will receive an email with a link to reset your password. 

4. Click on the link in your email. 

5. Enter the following: 

a. User ID 

b. Your secret question answer 

c. New Password 

d. Confirm Password 

e. Click Change Password 

 P 
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 Clinician 
 Clinician Administrative 
 Clerical 
 Auditor 
 Help Desk 
 IS Support 

TYPES OF ACCOUNTS 
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Types of Accounts 
 
HealthInfoNet has defined 5 roles in concerto.  
 

 

HIN Role Description 

Associated User Categories 

By Title/Job 

Clinician Access to all patient information Medical Doctor (M.D.) 

Doctor of Osteopathy (D.O.) 

Nurse Practitioner (N.P.) 

Physician Assistant (P.A.) 

Clinician Administrative Access to all patient information Registered Nurse (R.N.) 

Licensed Practical Nurse (L.P.N.) 

Medical Assistant (M.A.) 

Nurse Assistant (C.N.A.) 

Respiratory Therapist (R.T.) 

Registered Pharmacist (R.Ph.) 

Case Manager (L.S.W., etc.) 

Clerical Access limited to demographics Ambulance 

Unit Secretary 

Selected Medical Records Staff 

Auditor Access limited to audit reports 

Security Officers 

Help Desk Access limited to user maintenance Key Help Desk Personnel 

IS Support Access to all patient information Selected IT Support Staff 
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 Determining Priority 
 How to Reach HIN 

CONTACTING HEALTHINFONET 
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Contacting HealthInfoNet 

 

Determining Priority for Problems 
 
Priority 1:  Represents emergency problems in a production environment that have no hardware or software 
workarounds and that directly impact critical daily operation of your facility.  The following are examples of 
Priority 1 requests: 
 

 The system is down. 
 All user workstations are down. 
 Critical data is not transferring via the interface. 
 You cannot run a critical program from all workstations. 

 
 
Priority 2:  Represents non-emergency problems, have a hardware or software workaround, or are related to 
system application or implementation.  Priority 2 requests are handled only during regular business hours by 
HealthInfoNet staff.  HealthInfoNet personnel will respond to Priority 2 problems during regular business 
hours of 8:00 a.m. to 4:30 pm (EST/EDT), Monday through Friday. 
 
 

How to Reach HealthInfoNet 
 
CustomerCare:  Our CustomerCare Team is happy to work with you to resolve any issues you are 
experiencing.  Information essential to resolving problems may include: 
 

 Your Name, Phone Number, Organization, Location within the Organization 
 The User’s ID and Name 
 How does your facility connect to the portal 
 A detailed description and/or screen shot of the issue at hand. 

 
During regular business hours of 8:00 a.m. to 4:30 p.m., please contact the CustomerCare Team via email at 
CustomerCare@hinfonet.org or phone at 207-541-9520. 
 
 
Support:  After regular business hours, please call the On-Call Technical Support at 207-541-9250 and choose 
option three. 
 
Clinical Coordinator:  If anyone at your facility would like training on how to use the clinical portal or has 
questions regarding how to use any part of the clinical portal, please contact our Clinical Coordinator, Sharon 
Bearor, RN, BSN, either via email at sbearor@hinfonet.org or phone at 207-541-9520. 

mailto:CustomerCare@hinfonet.org
mailto:sbearor@hinfonet.org

